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Executive Summary 
Artificial intelligence has moved from experimental technology to a core operational capability 

across industries ranging from healthcare and financial services to manufacturing, energy, and 

public sector administration. The pace of adoption of AI is accelerating and shows no signs of 

slowing. Organizations that fail to build effective AI systems risk falling behind competitors who 

harness AI to automate decisions, identify patterns in complex data, and operate more 

efficiently at scale. 

The success of every AI system depends fundamentally on the quality, accuracy, and breadth of 

the data used to train it. A model is only as good as the data it learned from. In the cybersecurity 

domain this dependency is especially acute. Security AI systems must be trained on real 

malicious content to learn how modern attacks behave. They must understand the structure of 

weaponized Office documents, the obfuscation patterns in malicious scripts, the encoding 

techniques used in PDF-based exploits, the behavioral signatures of network intrusion attempts, 

and the hundreds of other techniques that adversaries use in practice. Without access to high-

quality, accurately labeled training data drawn from real attack scenarios, security AI models 

produce unreliable classifications that generate false positives, miss real threats, or actively 

erode analyst confidence. 

Building and maintaining this training data is extraordinarily difficult. Malicious files cannot be 

handled carelessly. Live execution of malware samples for analysis poses unacceptable risk in 

most enterprise environments. Manual extraction and labeling of embedded malicious content is 

slow, technically demanding, and does not scale to the volume of samples needed to train 

effective models. The result is that most cybersecurity AI teams face a persistent bottleneck: the 

data they need exists in abundance in the wild, but acquiring it, extracting the useful 

components, labeling them accurately, and packaging them safely for training consumption is 

prohibitively resource-intensive. 

UnpackDNA, developed by CyberQuay, Inc., eliminates this bottleneck. It is an intelligent file 

processing engine that performs deep structural analysis of suspicious and malicious files, 

extracts every embedded object of interest, decodes obfuscated content, labels the extracted 

components, and packages the results as clean, structured, analysis-ready training data. The 

entire process runs in a static analysis environment with no live code execution, ensuring that 

even the most dangerous content can be processed safely. The output is data that AI and 

machine learning teams can use immediately to train, fine-tune, and validate cybersecurity 

models without the overhead of manual extraction and preparation. 
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The AI Training Data Challenge in Cybersecurity 
Building effective AI systems for cybersecurity requires addressing a fundamental tension: the 

data that makes security models accurate is by definition dangerous. Training a malware 

classification model, a phishing detection system, an anomaly detection engine, or a threat 

intelligence aggregator requires exposure to real malicious content at scale. That content 

cannot simply be copied into a training pipeline without careful handling. 

Why Cybersecurity AI Needs Real Malicious Data 

Security AI models that are trained only on synthetic or sanitized data consistently underperform 

in real-world deployments. Synthetic malware samples do not capture the specific obfuscation 

techniques, structural anomalies, encoding patterns, and behavioral characteristics of actual 

threat campaigns. Models trained on synthetic data learn to recognize artifacts of the data 

generation process rather than the genuine signatures of real-world attacks. 

Real training data for cybersecurity AI must include representative samples from the full 

spectrum of threats that organizations face in practice. This includes Microsoft Office documents 

carrying VBA macros, Excel 4.0 macro-sheet exploits, and embedded executable payloads. It 

includes PDFs with embedded JavaScript, hidden annotation-layer scripts, and external 

reference exploits. It includes JavaScript and PowerShell loaders that use Base64 encoding, 

XOR obfuscation, string fragmentation, and environment variable injection to evade detection. It 

includes compressed archives with nested containers, disguised extensions, and staged 

payload delivery chains. And increasingly, it includes files carrying AI-targeted instruction 

payloads: text-based content embedded in documents, metadata, annotation layers, and 

repository configuration files that is designed to manipulate AI systems rather than execute code 

on an operating system. 

The diversity and complexity of real-world attack techniques mean that maintaining an effective 

training dataset is not a one-time effort. New attack techniques emerge continuously. Existing 

techniques evolve as malware authors respond to improving defenses. Training datasets must 

be regularly updated with fresh samples to prevent AI models from becoming stale and less 

effective over time. 

The Data Acquisition Bottleneck 

Security teams and AI researchers attempting to build training datasets from real malicious 

content face several interrelated obstacles. Handling live malware samples safely requires 

specialized containment infrastructure, strict access controls, and careful workflow 

management. Manual extraction of embedded malicious objects from complex file containers is 
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technically demanding and time-consuming: a single malformed PDF or deeply nested archive 

may require hours of analyst time to fully characterize. Labeling extracted content accurately 

requires expertise across multiple file formats, scripting languages, and attack techniques. And 

the volume of samples required to train robust AI models exceeds what most security teams can 

acquire and process manually. 

The result is a structural gap between the data that security AI teams need and the data they 

can realistically obtain and prepare. UnpackDNA closes that gap by automating the entire 

extraction, decoding, and packaging pipeline, allowing AI teams to focus on model development 

rather than data preparation. 
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What UnpackDNA Does 
UnpackDNA is an intelligent file processing engine designed to transform batches of suspicious, 

malicious, or complex files into clean, structured, labeled datasets ready for AI and machine 

learning use. At its core, UnpackDNA applies the same deep structural analysis capabilities that 

power FileDNA™'s content disarmament engine, redirected toward extraction and cataloging 

rather than sanitization. 

Core Processing Pipeline 

1. Ingest. UnpackDNA accepts batches of files in any supported format. Files may include 

known malware samples, suspicious files from incident investigations, documents 

gathered from threat intelligence feeds, or any other content that a security team needs 

to analyze and extract training data from. No special preparation of input files is required. 

2. True Format Detection. Every file is identified by examining its actual binary structure 

and internal signatures, not by relying on the filename extension. An executable 

renamed with a .pdf extension is identified as an executable. A malformed Office 

document designed to confuse parsers is analyzed by its structural characteristics. This 

ensures that format-spoofing techniques used by malware authors to bypass naive file 

type checks do not prevent accurate analysis. 

3. Deep Unpacking. UnpackDNA follows every embedding level, extracting files within 

files within files at unlimited nesting depth. Archive containers are unpacked recursively. 

Embedded OLE objects in Office documents are extracted and individually processed. 

PDF attachment streams, annotation objects, form fields, and embedded JavaScript are 

all identified and separated. The result is a complete inventory of every object contained 

within every file, regardless of how many layers of nesting were used to conceal it. 

4. Decode and Deobfuscate. Malicious content is typically obfuscated to evade detection 

tools. UnpackDNA identifies and reverses common obfuscation techniques including 

Base64 encoding, XOR encryption, string fragmentation, variable substitution, 

hexadecimal encoding, and multi-layer encoding chains. Scripts and payloads that are 

only meaningful after decoding are decoded to their source form before extraction, 

making them immediately useful for training and analysis purposes. 

5. Content Discovery and Classification. Extracted objects are classified by type, 

technique category, and behavioral characteristics. Macros, scripts, executables, 

encoded payloads, suspicious links, and AI-targeted instruction content are all identified 
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and labeled. The classification output provides the structured labels that ML training 

pipelines require to associate input samples with correct target classifications. 

6. Structured Delivery with Audit Trail. Processed data is packaged as clean, labeled 

datasets in formats suitable for direct use in ML training pipelines. A complete audit trail 

documents every action taken on every file, recording what was found, what was 

extracted, how it was classified, and what transformations were applied. This audit 

capability supports reproducibility, quality assurance, and compliance requirements in 

regulated environments. 
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Key Technical Capabilities 

Static Analysis Only 

UnpackDNA performs all analysis in a static environment. No file is ever executed during 

processing. This design choice has two important implications. First, it eliminates the risk of 

sandbox escape or inadvertent malware execution that would be present in any behavioral 

analysis approach. Second, it enables processing speeds that behavioral sandboxing 

approaches cannot match: UnpackDNA can process large batches of malicious files in seconds 

per file rather than the minutes-per-file latency of detonation-based analysis. 

The ability to analyze dangerous content without executing it is particularly important in 

regulated environments, air-gapped security laboratories, and organizations with strict data 

handling requirements. UnpackDNA can be deployed in environments where executing 

unknown code would never be permitted. 

AI-Targeted Content Extraction 

The growing volume of attacks that target AI systems rather than traditional operating system 

vulnerabilities has created a new category of training data requirement. Security AI models that 

will be used to detect or filter AI-targeted attacks, including prompt injection payloads, 

instruction-bearing documents, and MCP configuration exploits, need training data that includes 

representative examples of these techniques. 

UnpackDNA extracts and labels AI-targeted content including hidden text fields designed to 

carry prompt injection instructions, annotation layer content in PDFs that targets AI document 

processors, alt text and metadata fields containing instruction payloads for vision-language 

models, Markdown content with embedded attacker-controlled link structures, and repository 

configuration files containing MCP poisoning attempts. This makes UnpackDNA the only data 

preparation tool specifically designed to support training of the next generation of AI security 

models. 

Comprehensive Format Coverage 

UnpackDNA processes the same comprehensive range of file formats supported by FileDNA™, 

ensuring that training datasets cover every file type that modern attacks exploit: 

MS Office Suite All versions Word, Excel, PowerPoint, 
Publisher, Visio, Outlook 

.docx .xlsx .pptx .msg and all legacy 
formats including .doc .xls .ppt 

Adobe PDF All versions including PDF/A and 
PDF/X standards 

.pdf 

Adobe Flash Up to version 10 .swf 
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Outlook / MIME Email containers including MSG and 
MIME formats 

.msg and MIME-encoded content 

Scripting formats PowerShell, JavaScript, VBScript, 
Python, VBA, JSP, VB 

.ps1 .js .vbs .vba .vbe .py .jsp .vb 

Web formats HTML, XML, URL, HTA and all web 
active content 

.html .htm .xml .url .hta 

Archive types Nested containers at unlimited depth .zip .7z .rar .gz .tgz and more 

Image formats Standard raster formats including 
embedded content 

.jpg .jpeg .png .gif .bmp .ico 

Command scripts Windows batch and command files .cmd .bat 

Binary executables Detected as embedded attachments .exe .dll .com .sys and more 

More data formats … … 

 

Flexible Deployment Models 

UnpackDNA gives ML engineers and security researchers the ability to process large 

volumes of complex malicious content safely, quickly, and at scale, without requiring 

specialized containment infrastructure or manual extraction workflows. 

 

UnpackDNA supports multiple deployment configurations to meet diverse organizational 

requirements: 

• Cloud service (SaaS). Hosted API access with no infrastructure management. Teams 

submit files via RESTful API and receive structured training data in return. Suitable for 

research environments, smaller security teams, and organizations that prefer a managed 

service model. 

• On-premises deployment. Full installation within the organization's own infrastructure. 

Required for environments with strict data sovereignty requirements, classified data 

handling needs, or air-gapped laboratory configurations. Runs on standard Windows and 

Linux server environments without external dependencies. 

• Hybrid deployment. Combines local processing for sensitive or classified content with 

cloud-based processing for less sensitive bulk volume, optimizing both security and 

throughput. 

• Direct integration via SDK. For organizations building their own threat intelligence 

platforms, data preparation pipelines, or automated security tooling, the UnpackDNA 

SDK provides direct binary integration with full programmatic control over processing 

parameters, extraction rules, and output formatting. 
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UnpackDNA for AI Dataset Training 
Security AI teams use UnpackDNA across several distinct dataset preparation workflows: 

Malware Classification Training Data 

UnpackDNA processes batches of malware samples and legitimate files to produce labeled 

datasets for training binary and multi-class malware classifiers. Extracted embedded objects, 

scripts, and payloads are individually labeled with their technique categories, providing granular 

training signal that enables classifiers to learn the specific structural and content characteristics 

that distinguish malicious from legitimate content. 

Phishing and Social Engineering Detection 

Phishing campaigns deliver malicious content through Office documents, PDFs, and HTML files 

that combine legitimate-looking business content with embedded attack payloads. UnpackDNA 

processes both phishing samples and benign business documents, extracting and separately 

labeling the embedded active content elements. This produces training data that teaches 

detection models to identify the specific structural signatures of phishing document construction 

even when the visible content appears legitimate. 

Script and Payload Analysis 

Modern attack chains rely heavily on obfuscated JavaScript, PowerShell, and VBScript loaders 

that are embedded within otherwise ordinary files. UnpackDNA 's decoding capabilities extract 

these scripts in their source form after reversing obfuscation, providing training data that 

represents the actual semantic content of the payload rather than the obfuscated carrier. This is 

critical for training script analysis models that need to understand what code does rather than 

simply recognizing obfuscation patterns. 

AI-Targeted Attack Detection 

As organizations deploy AI assistants, coding agents, and document processing automation at 

scale, the threat surface for AI-targeted attacks grows correspondingly. Security teams building 

AI systems to detect, filter, or alert on prompt injection attempts, MCP configuration exploits, 

and instruction-bearing documents need training data that includes representative examples of 

these techniques. UnpackDNA is the only purpose-built tool for extracting and labeling AI-

targeted content from real-world attack samples, making it an essential component of any 

organization's AI security model training pipeline. 

Ongoing Dataset Maintenance 
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The continuous evolution of attack techniques means that security AI models must be regularly 

retrained on fresh data to maintain their effectiveness. UnpackDNA enables continuous dataset 

maintenance workflows: new malware samples and suspicious files from incident response 

investigations, threat intelligence feeds, and honeypot deployments are automatically 

processed, extracted, and added to the training corpus. This keeps security models current 

without requiring ongoing manual effort. 

Integration and Ecosystem Compatibility 

UnpackDNA is designed to integrate with the tools and platforms that security AI and threat 

intelligence teams already use: 

• RESTful API. Submit individual files or batches programmatically and receive structured 

JSON output containing extracted objects, classification labels, audit records, and 

analysis metadata. API-first design enables integration with any workflow orchestration 

tool, data pipeline framework, or security platform that can make HTTP requests. 

• SDK for Direct Integration. Available for both Windows and Linux environments, the 

UnpackDNA SDK enables direct integration into custom security tooling, threat 

intelligence platforms, incident response workflows, and automated data preparation 

pipelines. No third-party runtime dependencies are required. 

• SIEM and Security Platform Compatibility. UnpackDNA output can feed directly into 

SIEM platforms, threat intelligence databases, and security analytics tools. Analysis 

results and audit logs are structured for easy ingestion by platforms including Splunk, 

Microsoft Sentinel, IBM QRadar, and comparable products. 

• ML Platform Integration. Extracted, labeled datasets are delivered in formats 

compatible with major machine learning frameworks and data preparation tools. Teams 

using TensorFlow, PyTorch, Hugging Face, or custom training infrastructure can ingest 

UnpackDNA output without format conversion. 
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Security, Privacy, and Compliance 

No Live Code Execution 

UnpackDNA's static analysis architecture ensures that no content is ever executed during 

processing. This eliminates the risk of malware propagation, sandbox escape, or inadvertent 

system compromise even when processing the most dangerous content. It also means that 

UnpackDNA can be safely deployed in environments that prohibit code execution of unknown 

content, including regulated financial environments, government systems, and classified 

processing environments. 

Complete Audit Trail 

Every UnpackDNA processing action generates a structured, tamper-evident audit record. The 

audit trail documents the input file identity, processing timestamp, extraction actions performed, 

objects identified, classification labels applied, and output data generated. This audit capability 

supports compliance with cybersecurity data handling requirements, internal governance 

frameworks, and regulatory reporting obligations in industries including financial services, 

healthcare, defense contracting, and critical infrastructure. 

Data Sovereignty and Access Control 

Organizations with strict requirements around where their data is processed and who can 

access it can deploy UnpackDNA in on-premises configurations that keep all data within their 

own infrastructure. The platform supports role-based access controls, network isolation, and 

integration with existing identity management systems. For organizations operating under data 

residency regulations or national security requirements, the on-premises deployment model 

ensures that sensitive data never leaves the organization’s-controlled environment. 
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Use Cases by Buyer Segment 

Cybersecurity AI Vendors Build and continuously refresh training datasets for malware 
classifiers, phishing detectors, anomaly detection engines, 
and threat intelligence models. UnpackDNA provides the 
data preparation layer that turns raw malicious file collections 
into structured, labeled training corpora. 

Enterprise Security 
Research Teams 

Process incident response artifacts and threat intelligence 
samples at scale to extract training data, identify new attack 
technique patterns, and contribute to internal threat 
intelligence databases without manual extraction workflows. 

Internet Service Providers Maintain current training data for network-level threat 
detection AI systems by continuously processing new 
malware samples and phishing content from subscriber 
incident reports and honeypot infrastructure. 

Government and Defense Build classified training datasets from sensitive malware 
samples in air-gapped environments using on-premises 
deployment. Audit trail and access control features support 
compliance with government data handling requirements. 

Academic and Research 
Institutions 

Provide researchers with structured, labeled malware 
datasets for academic study of attack techniques, detection 
methodology development, and AI security model research, 
without requiring each researcher to manage raw malware 
handling infrastructure. 

MSSP / MDR Providers Maintain current training data for client-specific threat 
detection models by processing client incident artifacts 
through UnpackDNA and incorporating extracted data into 
continuously updated threat detection systems. 
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Conclusion 
The quality of cybersecurity AI systems is ultimately constrained by the quality and quantity of 

the training data used to build them. Real-world attack techniques, real obfuscation patterns, 

and real malicious content embedded in real file containers are the only training material that 

produces security models capable of performing effectively in production environments. The 

challenge has always been obtaining and processing that content safely and at scale. 

UnpackDNA solves this problem with a purpose-built intelligent file processing engine that 

handles the complete data preparation workflow: ingesting files in any format, performing true 

format detection, extracting embedded content at unlimited nesting depth, decoding obfuscated 

payloads, classifying and labeling extracted objects, and delivering clean structured training 

data with a full audit trail. Every step runs in a static analysis environment with no code 

execution, making it safe to process even the most dangerous content. 

As AI systems become central to enterprise cybersecurity operations, and as attackers 

increasingly target those AI systems with files carrying instruction-based payloads, the training 

data challenge will only grow in complexity. UnpackDNA is built to meet that challenge today 

and to continue evolving as new attack techniques emerge. 

 

UnpackDNA turns the file-based attack surface into an asset. Every malicious file processed 

by UnpackDNA becomes a building block for the AI systems that will stop the next one. 
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No part of this publication may be reproduced, distributed, or transmitted in any form without 

prior written permission from the publisher, except for brief quotations used in reviews, 

commentary, or educational discussion. 

This publication is provided for informational purposes only. It does not constitute legal, 

regulatory, or cybersecurity consulting advice. Organizations should evaluate their own risk 

profile, infrastructure, compliance obligations, and security architecture before implementing any 

technology or security control. 

 

About CyberQuay 

CyberQuay, Inc. develops cybersecurity technology focused on securing the file formats that 

organizations exchange, download, upload, analyze, and process every day. 

Its FileDNA technology is built around Content Analysis, Disarm and Reconstruction. The 

platform analyzes supported files at the structural level, removes active or suspicious embedded 

content, and reconstructs clean, usable versions before those files reach users, endpoints, or 

downstream systems. 

By shifting protection closer to the point where many attacks begin, CyberQuay helps 

organizations reduce file-borne malware risk, strengthen existing security controls, and prevent 

dangerous content from becoming an active intrusion. 

 

Contact Information 

For more information, a product demonstration, or integration support, contact CyberQuay, Inc.: 

• Email: support 

• Website: aidata.services 

• CyberQuay, Inc.: cyberquay.com 


